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Our Digital Lives

70% People routinely 
work remotely *

*Source:  https://www.cnbc.com/2018/05/30/70-percent-of-people-globally-work-remotely-at-
least-once-a-week-iwg-study.html
** Source:  International Labour Organisation, World Bank
*** http://www.gartner.com/newsroom/id/3165317
****: Gartner, Top Strategic Predictions for 2018 and Beyond
*****: http://uk.businessinsider.com/there-will-be-34-billion-iot-devices-installed-on-earth-by-
2020-2016-5

2016: 6.4 Bn Connected Things ***
2018: 7.4 Bn People

6.4 BN
2020: Bn Connected Things*** 7.7Bn 
People

85% of customer interactions
will be handled without a human

2020: 95% new products will 
contain IoT****

https://www.cnbc.com/2018/05/30/70-percent-of-people-globally-work-remotely-at-least-once-a-week-iwg-study.html
http://www.gartner.com/newsroom/id/3165317


The Drivers for Consumer Behaviour

Hyper-connected consumers are spoilt for choice and consequently demand more...

SOCIAL MEDIA

IoT: WEARABLES, CONNECTED HOME, CONNECTED CAR, ETC...

INSTANT FULFILMENT

ULTRA-PERSONALISED DIGITAL EXPERIENCES

UBIQUITY



Artificial Intelligence



Social Media



Are we in Charge of Our Data?

MORE AND MORE DATA, EVERYWHERE

MORE CONNECTIVITY

MORE AND MORE TECHNOLOGIES

MORE COMPUTING POWER

MORE COMPLEX ANALYTICS, MORE INSIGHTS

EXTENDED SUPPLY CHAIN

MORE WAYS TO COMMERCIALISE & MONETISE

DATA IS THE NEW COALOILMONEY

IT ALSO INTRODUCES MORE RISK...

Hyper-connected consumers are spoilt for choice and consequently demand more...



Serious Implications



You Can’t Stop Progress…

Consumers Want More, Businesses Need More. A Real Regulatory Challenge



But we are up against it…





The Current State of e-Fraud 



Current state of fraud

New phishing attack identified 

every 30 seconds; global 

losses $10.8 billion.*

Fraudulent transactions via 

mobile apps rose by 600 

percent since 2015.*

More than half of the most 

disruptive crimes in the UK resulted 

in losses over $100,000.*

New account fraud 15x more 

likely on new accounts vs. 

accounts more than 30 days old*

*RSA Q1 2018 Fraud Report 
**PwC Global Economic Crime Fraud Survey 2018

Money laundering transactions are 

estimated at 2 to 5% of global GDP. That’s 

roughly $1-2 trillion USD annually.**



The findings*

49% of global organizations have been a victim of fraud in 

the past 24 months

Huge increase in compromise of loyalty program accounts 

Cross-banking money laundering groups grown significantly

* Raconteur Fraud Report 2018 published in The Times

52% of all reported frauds over the past 24 months 

were cases of internal fraud



Kaspersky Fraud Report 2018 Examples

Kaspersky identified 294 accounts involved in money 

laundering activities across four different banks

Kaspersky identified more than 25,000 compromised 

accounts in a single fraudulent scheme. This rose by 

5,000 per month. 

A group of over 3,000 synthetic accounts were discovered 

(and blocked) in a single retail loyalty program.







Fraud increasing in volume and variety of actors

• From organized crime with 

internal specializations

• To self-made bad guys that can 

easily buy tools, use social 

engineering, and learn fraud 

scenarios on the internet System 

administrator

Virus writer/ 

Programmer

SERVER SETUP

CASH 

WITHDRAWALDISTRIBUTORS

Assistant

Head of the money 

mule services

Money mules manager

Traffic 

dealer

Spammer Downloads

Money 

mules

Malware packing 

service

Leader



Beyond finance

19

Financial services Governments Healthcare Telecommunications

Gambling Gaming Loyalty schemes E-commerce/Retail



Think like a Cyber-Criminal

Services offering Cybercriminal opportunity

Next-day shipping

Real time faster payments

$10 for new accounts promotion

“Forgot my password” link

Account locks after 5 failed logins

View your statement online

My shipping mule will have it before 

your fraud team knows its gone

I’ll cash out before your customer 

calls about a weird transaction

One sounds good - 6,000 

sounds great

If only there was a way to validate 

accounts…

Good luck making money when I 

lock all of your user accounts

Thanks for the identity theft one -

stop-shop!



Questions?

Kaspersky Lab

2 Kingdom Street

London

W2 6BD

United Kingdom

+44 (0)20 3549 3499

kfp@kaspersky.com


